Welfiberg Group Financial Crime Compliancs QussSiennaire 2023 FCCR V1.2)

the
Wolfsberg
Group
Financial Institution Mame: [PHILIPPINE HATICNAL BANK |
Lcation {Country]: [FHICPRIRES |
| _Answer.
—== TS e T e T e e
PHILIPPINE MATEOMAL BANK
2 Append a sl of fareign branches which are covered [ Please rafer 1o our PNB Wabre regarding (s list of branches
by this quegtionnaang (I applicabla) hitpsifgnb-website 53 ap-southiast-1 amazonaws comiuploadaidocsPNE_
Ovarseas_Drectory. pdf
3 Full Legal (Registered) Address PHE FINANCIAL CENTER, PRESIDENT DIOSDADD MACAPAGAL BLVD
PASAY CITY, 1300
4 Full Primary Busmess Address (il different from SAME AS ABOVE
above)
5 Date of Enfity ncorporation/estabishmeant May 27, 1596 | Juby 22 1918
[ Selact type of ownarship and appand an awnership
chan i availabie
Ga Publicly Traded (25% of shares publicly raded) ¥as =
& al Iy, mdscale the exchange raded on and licker Philigping Stock Exchange (PSE]
Syrdrol Tickar code: PHE
Eb Member Owned Mutual o L
6 Govemmenl of State Owned by 25% or mone Mo (=]
6d Privately Cwned Mo [
& dl I, provade delails of shareholders or ulimate
baneficial ewners with a holding of 10% or mora
T % of Ihe Entity's total shares composed of beanar Nane
fsharas
8 Does tha Entity. or any of its branches, operate under i B
an Offshore Banking License (Q8L) ?
8 a Y, provide the name of the relevant branchias Mot Apobeabia
which operate under an OBL
9 Dioes the Bank have a Virual Bank License or e E
provide sendces only thropgh online channals?
10 Provide Legal Entity Idenlfer [LET) if availabie LEI 545300AF SOULRSDRZKES
minimurm AML. CTF and Sanctions standards
regarding the following components:
Ma Appointed Cfficer wilh sulficient E |
axparisncelaxpartiss Yes
1ib Advarse nformabion Scrasning Yes _m___
11e Benelicial Cwnership Yes =
11d Cash Reparting Yas =
1ie COoD Yes =
111 EDD Yes o]
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g Independent Testng Yirs =
11h Panadic Review Yes ==
111 Posicies and Procedures Yas [r]
1Mj PEF Screening Yas E'
11k Risk Assessmeant Yas =
REL] Sanctions b =
11m Suspicious Actvity Repartng Yes =
1in Training and Education Yes =
1o Transacton Maonilanng Yas =1
12 Is the Entity's AML, CTF & Sanclions pobey approved
al least anmualy by the Board of squivalent Senior Vs
Managament Commitiee?
13 [Cioes the Entity use third parties $o camy out any
componants of its AML, CTF & Sanclions N
programma’
13 a 1Y, provide futher details Mot Apphcable
14 Does the entily have a whistisblower poAcy? Yo =
"ANTI BRIBER' CORRUP D e e
15 Has the Entity documented policies and procedures
consistent with applicable ABC reguiations and i
requiraments (o reasonably prevent, detect and
rapon bribery and cofruplion?
18 Croais: tha Entity's intemal audit function or other
Indepandant third party cover ABC Policies and Yos
Procedures?
17 Does the Entity provide mandatory ABC training to. |
17 a Board and Seniar Committes Management Yos =I
17b 15t Line of Delence Yes =1
17 e 2nd Line of Defence Yes =
17d 2rd Line of Delence Yos |
1T e Third parties i which Specific complianco acinalies g
subject to ABC risk have betn outscurced Wot apphcabile -
17 Mon-employed wodkers as approprale = E
(contractors/consullants)
18 Has the: Enfity documented policies and procedures
consdstent with applicable AML, CTF & Sanchons
regulations and requiremants to reasonably prevent, .
delect and repart: |
1Ea Money laundenng Yas I:EI
18 b Tenmwist financing Yos =
8¢ Sanctions violations Yas [w x]
LE] Doas the Entity have policies and procadures thal. 3
19a Prohibit lhe opening and keeping of anonymous You E
and fictiious named acoounts o=
iED] Prohibit the apening and keeping of accounts for | 3
unlicensesd banks andior NBFis __
19¢ Prohibit dealing wilh other entites that provide 0
banking sarvices to unkcensed banks o
19d Prohibit accountsivalationships with shel banks Yo =
(T Prohibit dealing with anather Entity that provides | E-:I
services to shell banks
iEL] Prohibit opening and kenping of accounts for g E
Section 311 designated entities i
199 Prohibit opening and keeping of accounts fior any
of unlicensadivnrequiated remittance agents, Yox
exchanges houses, casa de cambio, bureaux de Yes
change of money ransfer agents
18 h Ass05% the risks of relationships with domestic and
foreign PEPs. incleding iheir family and close o5 ot
as5ociales
131 Define the process for escalating financial erime
risk lssues/potentially suspicious activity identified | Yes -
by employees
13 Ouline (he processes regarding screening for
sanctions, PEPs and Adverse MediaNagatrve os o
News
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20 Has the Enlity defined a risk lolerance statement or
similar docurment which dafines a risk bowndary Vs o]
argund their businass?
21 Does the Entity have recosd refention proceduras S H
that comply wilh applicable Lws? b
ila H ¥, what is the retention penod?
5 ymars of more -
E*Mﬂ.'ﬂﬁnsin'd.gn X7 : i
22 Dok the Endity verily the sdentily of the customer? | Yas =
z D the Entily's policsss and proceduras get oul when
COD must be completed, a.g. at the tirme of Yes b
|onboanding of within 30 days?
24 ‘Wihich of the following doas the Entity galher and
raten when conducting CODT Selact all that apply
i4a Cusiomar identification Vs =
b Expected actvily Yes [ ]
24 e Natuee of bussnessiemploymaont Yo =
24 d Owmership structure Yeu =3
e Product usage Yas =
241 Purpose and nalure of relatonshin Yas =
g Sewrce of funds Yas =4
24h Source of wealth Yoz =
25 \Are mach of the following identifed ; =1
253 Ulmate beneficial awnership Y5 =
25 a1 Are ultimate benaficial owners verifed? Yes =
5k Authorised signatones (where applicable) Yas [~—]
25¢ Ky confrobers Yas — 1
25d Oither relevant panies Yas —
26 |Dores the dus dlkgance procass resull in customers ¥ E
racaiving a risk classification? bt
T Does the Entity have a risk based approach 1o
screaning customers and connected parties to ¥
delarming whelhaer they are PEPs. or conlrolled by "
|PEPs?
i Dhoas the Enbty have policies, procedunes and
procasses ko review and escalate polentisl matches
from screening customers and connected parties 1o | Yes -
delarmine whether they are PEFS. or controlled by
PEPs?
F=] |18 K¥C renewed at defined Mequencies based on e E
risk rating (Periogic Reviews)? 1
B a If yas, sadect al that apply: :
29 al Less than one year Yes =
25 a2 1 =2 ywars s [ ]
9 al 3 -4 years Mo =
29 ad 5 yaars or more o [~
T a5 Triger-based or perpelual monioring reviews | Yes =
9 ok Oiher please specify) ;
LT From the Esi balow, which categones of customens of
indusines ane subject to EDD andiar are restncled, o
prehibited by the Entity's FCC programme?
30 a Armns, Defanca, Maary Abaays sulrect to EDD =
30 b Comesgondent Banks EDD on rak-based anpeoach =
30 b1 I EDD or EDD & restricied, does the EDD
assessmant conlain e elemeants a5 $6t out in the | Yes
Waitsberg Comespondent Banking Prnciples 20227
e Embassies/Consulates EDD an risk-based appraach =
[il:l d Extractve industres Prohibited =1
EU L] Gambling customens Abways subject to EDD =
ELN] General Trading Companies EDD on nsk-based approach =
g Marijuana-slated Entibes Prohibsted [=]|
3h MSEMVTS customers Aswarys subject 1o EDD 3]
L Mon-account customars E00 on nsk-nased appranch =
LT Mon-Government Organisations E00 on risk-tased appranch =
0k Mon-resident customers EDD on rsk-based approach ﬁ
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ﬁ [} MNuciear power Frahibibed =
30 m Paymem Service Provider Abways subject ta EDD =
30n PEPs EDD on risk-hased approach =
e PEP Ciose Associates EDD on rigk-ased approach =
0p PEP Related EDD on rizk-based agproach =|
g Precious metals and slones Abways subject 1o EDD [
30 Ried byt businessesiAdull entertanment Prohifed =1
i0s Ragulated charilies EDD gn risk-based approach =l
0t Snell banks Prohibiied =
30u Travel and Tour Companies EDD gn risk-based appeoach =
v Unregulated chasties Prohibaed =
0w Used Car Dealers EDD o nisk-based appeoach =l
nx Viatual Assel Servics Providers Abwarys subject to EDD =
Wy Other {zpacify) Hane
BT [ resiricted, provide details of the restnction hot Apglicable

Dwoas the Entity have rek based paolickes, procadures
and monitonng processes for the dentification and
repoting of suspicious acthity 7

‘What is tha method wsed by the Enbity Lo monitor
tranaactions for suspicious activitea?

Combination of automated ard masesl

1a f manual or combination selectad, specily what Thate ane several repors revsewed by contemed units, Branch personnal

typa of transactions are monioned manually arn eequered 1o review Dady Roports on Large Transactons Io detect
urkisual transactions, Rangom comp testrg raquines review of
various rsporis gerirated by sub-systems

Does the Entity have requlat ory requiraments to Yes B

report suspicious transackons?

Wa 11, Goes e Eniity have palices, procedurss and 1
processes bo comply with suspicious transactions Yas E
feparting réquiraments?

15 Dioes Ihe Entity have poices, procedures and i

processes o raveew and escalate maters assng
from the monioring of customer ransactions and

activity?

Does Ihe Entity adhers 1o the Wollsbarg Group
Paymenl Transparency Standands?

L

Yos

B Does the Entity have policies, procedures and

processes o reascnably comply with and have

controls in place 1o ensure compliance with: b, |
37 a FATF Recommendation 16 Yes =
ITh Local Regulations Yes =
T ItY. Specify the regulaton BSP Clreular no, 1022 - Subsaction X508 248060 2 JFurndWire Transler
EL W N, explain | Rt Apphcatie

Does the Enlity have a Sanctions Policy approved by
ranagirment regarding comphance wilh sanctions
law appiicable to the Entity, including with respact to
\ts business conducted with. or theough accounls
held at foreign financial instiutiona™

Yes -

EL]

Does the Enlity have policies, procedures of other
controds reasonably designed to prohioil andior
datect achons taken o evade appheable sanctions
prohibitions., sweh as stipping, of the resubmission
andior masking. of sanclions relevant information in
cross border transactions?

Yes -
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ha Dies tha Eintity screen its customers, including
panelickal ownership information colacled by the ot
Enbty. dunng onboarding and regularly thenealler
against Sanctions Lista?
41 Select the Sanctions Lists used by the Enlity m ds
LENClONG SEresning processes;
41 a . F
g:mm"r:hr Ptk Sacuinty Gatkok \hed for screenmp customers and benafical ownars and lor filerng 'ImE
41 b Urnited States Department of the Treasuny's Office WE
i 1t
of Foraign Asssls Canirol (OFAC) Usad lor scresning customars and beneficial cemens ard for fillering
41c I
EFTL:JM Financial Sanctions imolsmentation HMT Used for scraening cusiomars and penaficial canees and for fillenng II»E
a1 d Ewopean Union Consolidated List (EU) Used fior scresning customans and beneficial owneds and for fillenng u*ﬁ
41 e Lisis maintained by other GT member countnes Used for scresring cusliomers and banselicial ownars and for Bering el
a“ar Other (specity) Faraign Sanctions Evadars List: Seciornd Sanclions identfication List:
Palestinian Legislatree Council List, List of Foreign Financial Insttutions
Subiect to Comespondent Account or Payabile Through Accounl L,
Hon-SDM Iranian Sanclions Act List HKMA. MAS, lapan Anti-Social Forces
Lisl, Banks Irternal Walchlist and AMLE st
F¥ Do the Enbiy have a physical presence, a.9.
branches, subsidiaries. or representative offices
lacated m countries/regions agansl which LN, Mo
QFAC. OFSL EU or GT member countres have
enached comprabonsive prisdiction-based Sanchons?
43 Does the Entity provice mandatory fraining, whach
incluges:
43a Identification and reparting of lransactions o "
govemment suthoriies -
43 b Examplos of different forms of money laendaring,
twimorist financing and sanchions viclations relevant | yas
for tha types of products and senices offered
43c Imernal polcies for contraling money lundesng, Yas
{emorist fnancing and Sanctions violiions
43 d Nivw ig5ues thal occur i the marked. e.g. significant Yas
regulalory aclions of new regulalions
44 Is tha aboave ary training providaed to
44 a Board and Sendor Comminies Managaman Yan
44 b 15t Line of Defence You
dd 2nd Lire of Defence Vs
44 d 3rd Line of Defence Yas
dde Third partias to which spacific FCC actvities have
been outsourced o ]
Man-amployed workers {Conirschns consullams;
] Il:l:qr ganaTnTIBng
supervisorsiregulitons, does the Entty have an
nternal audit function, a testing function or other
independont third party. or both, that assesses FOC [ Yes
AML, CTF. ABC, Fraud and Sanctons policies and
peractices on a regular basis?

Signature Page
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PHILIPPRE NATIONAL BANK (PHB) {Financial Insthutian nama)

|, EVP 5 COO ATTY. I5AGANI A CORTES
undersiood this
declaration. that the answors prowided in this Waollsberg FOCQ ane comalebs and corect o my hanest balief.

[Senior Cﬂ'ﬂplﬁﬂ-ll Marnager- Second Line representatvg), Carlly Thal | have read and

[Segnature & Dale)
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